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Abstract

With the growing use of personal data in commercial processes, the conflict between
individuals’ rights to their personal data and the rights of trade secret holders has
emerged as a novel challenge in the field of technology and data law. In many cases,
personal data, such as customer lists, behavioral preferences, or purchase histories,
are treated as strategic assets within the framework of corporate trade secrets. On the
other hand, data subjects enjoy rights such as access, portability, and erasure of their
data, which may conflict with confidentiality obligations and the competitive interests
of companies. This raises a fundamental legal question: in cases of conflict between
the right to personal data and the right to protect trade secrets, how can a fair and
balanced legal solution be achieved? This article adopts a descriptive-analytical
approach based on library sources to explore this tension. It analyzes relevant
domestic and international regulations and seeks to propose solutions for balancing
data transparency with commercial confidentiality. The findings suggest that neither
right takes absolute precedence over the other, and that mechanisms such as data
pseudonymization, limited access, and case-by-case assessments may provide
practical grounds for resolving these conflicts.
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1. Personal Data

2. European Parliament and Council. (2016). Regulation (EU) 2016/679 of the European Parliament and
of the Council of 27 April 2016 on the Protection of Natural Persons with Regard to the Processing of
Personal Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General
Data Protection Regulation GDPR), art 4(1).
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. UK Data Protection Act 2018.

. Personal Information Protection Law PIPL, 2021

. Bundesdatenschutzgesetz BDSG 2018

. Digital Personal Data Protection Act, 2023

. Health Insurance Portability and Accountability act of 1996 (HIPAA), CFR §160.103 45: Protected
Health Information (PHI)

8. California Consumer Privacy act 2019, 1798.140 Section.

9. Virginia Consumer Data Protection act 2021, 575-59.1 Section.
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10. Sweeney, L., “k-Anonymity: A Model for Protecting Privacy”, International Journal on Uncertainty,
Fuzziness and Knowledge-Based Systems, 10, (2002), p. 3.

11. Trade Secrets

12. White, Nancy & Sanney, Kenneth, “FOIA and Trade Secrets: Managing the Risks of FOIA-able
Trade Secrets”, SSRN Electronic Journal, (2010), p. 12.
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13.

14.

15.
16.

World Trade Organization. (1994). Agreement on Trade-Related Aspects of Intellectual Property
Rights (TRIPS), art 39.

Directive (EU) 2016/943 on the Protection of Undisclosed Know-How and Business Information
(Trade Secrets) Against Their Unlawful Acquisition, Use and Disclosure is a Directive of the
European Parliament and the European Council Which was Adopted by the European Council on 27
May 2016, Following an Agreement Reached with the European Parliament on 15 December 2015,
and Amendment by the Parliament on 14 March 2016.

Uniform Trade Secrets Act 1979 with 1985 Amendments

Economic Espionage act 1996 (EEA)
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18. Technical Secrets
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19. Business Secrets
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21. Confidential Information

22. Business Information, Professional Information and Personal Information

23. Know-How

24. Radon, Barbara Anna, Trade Secrets Protection for ‘Big Data’: Personal Data as Trade Secrets in the
European Union (Master Thesis, MIPLC, Munich, 2015, p. 31.

25. Drexl, J., “Designing Competitive Markets for Industrial Data — Between Propertisation and Access”,
JIPITEC, 8, (2017), p. 263.
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28. Breach of Confidentiality

29. Baker & McKenzie, Study on Trade Secrets and Confidential Business Information in the Internal
Market, Available at: http://ec.europa.eu/internal_market/iprenforcement/docs/trade-secrets/130711_-
final-study_en.pdf.

30. Recital 10 and Article 1 of the Trade Secrets Directive.

31. Banterle, F., “The Interface Between Data Protection and IP Law: The Case of Trade Secrets and
Database Sui Generis Right in Marketing Operations, and the Ownership of Raw Data in Big Data
Analysis”, in Bakhoum, M. et al. (eds.), Personal Data in Competition, Consumer Protection and
Intellectual Property Law: Towards a Holistic Approach? (2016), p. 6-8.

32. Aplin, Tanya F., “A Critical Evaluation of the Proposed EU Trade Secrets Directive”, King’s College
London Law School Research Paper, 25 (2014), p 15.
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